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Abstract 

Pre-catastrophe safety techniques are essential for enhancing the resilience of electric strength 
structures in opposition to natural disasters, particularly given the dependency of other 
infrastructure systems on strength. This paper develops risk-impartial and threat management 
models to optimize pre-disaster safety techniques, thinking about budget constraints, disaster 
uncertainty, and device interdependencies. The hazard-impartial version maximizes the 
anticipated fee of resilience (EVR), while the threat control version additionally consists of threat 
minimization metrics. A case observe on energy infrastructure within the Greater Toronto Area 
validates the fashions, revealing that: (i) growing budgets improves EVR, however beyond a 
threshold, incremental profits lessen; (ii) reducing disadvantage chance can lead to better EVR, 
with a non-linear trade-off among the two goals; and (iii) price range choices have to balance 
catastrophe depth and protection costs. Furthermore, the paper examines historic transmission 
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outage statistics from the North American Electric Reliability Corporation (NERC) and suggests 
that figuring out clusters of nearby outages may want to improve operator reaction instances, 
enhancing grid resilience beneath N-1 security. The paper also surveys existing methodologies for 
enhancing electricity grid resilience in opposition to extreme climate occasions, highlighting gaps 
in present day answers and offering destiny research guidelines. Finally, a novel technique 
integrating asset management with grid resilience, together with the Value of Lost Load (VoLL), 
is proposed, demonstrating its ability thru a North American application case take a look at for 
knowledgeable upkeep strategies. 

Keywords: grid resilience, risk-based choice making, pre-catastrophe protection, expected fee of 
resilience, transmission outages, NERC, severe weather occasions, asset management, Value of 
Lost Load (VoLL), smart energy systems. 

 

I. INTRODUTION 

The growing frequency and severity of power outages in the United States, pushed by way of 
extreme weather activities including hurricanes, wildfires, heatwaves, and snowstorms, have had 
big economic and societal impacts. These disruptions, exacerbated by using weather change, are 
setting unprecedented stress on the energy grid, that's traditionally designed for strong conditions 
as opposed to severe, excessive-impact, low-frequency (HILP) occasions. Between 2003 and 2012, 
679 power outages occurred, every affecting at the least 50,000 customers, with as much as 90% 
of these screw ups connected to disruptions in distribution structures. Notable examples encompass 
the 2012 Hurricane Sandy, the 2021 Texas iciness hurricane, and the 2017 Hurricane Irma, all of 
which resulted in full-size blackouts and billions of bucks in financial damages. 
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Figure 1: Keyword co-incidence clustering view, made with VOS viewer, for references used 
in this paper associated with power grid resilience. 

The vulnerability of power structures to severe weather events stems from their optimization for 
regular situations, which, at the same time as fee-effective within the brief time period, leaves them 
uncovered to catastrophic disasters ultimately. Furthermore, these events regularly cause a 
feedback loop of interconnected risks, wherein heightened strength call for due to growing 
temperatures coincides with an multiplied probability of grid failure because of damaging climate 
situations. As a result, software businesses face mounting stress to strengthen the resilience in their 
strength systems to face up to and recover from big-scale disturbances. 

Resilience on this context is increasingly more regarded thru the lens of hazard-primarily based 
choice-making. Various definitions of power system resilience exist, but a not unusual subject 
matter is the capacity to resist, adapt to, and rapidly get over disruptive events. The Federal Energy 
Regulatory Commission (FERC) and other industry our bodies have provided frameworks that 
categorize resilience strategies into preventive, corrective, and restorative measures. These 
procedures emphasize grid hardening, adaptive operations, and rapid recuperation submit-
catastrophe. However, strategies should be optimized in the constraints of fee and technical 
feasibility. 

In this paper, we explore hazard-informed decision-making techniques to beautify the resilience 
of smart electricity grids. We will review metrics for quantifying resilience, survey various 
solution strategies for enhancing infrastructural longevity, and spotlight how integrating asset 
management frameworks with resilience projects can higher prepare electricity systems for future 
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HILP activities. This holistic method ambitions to deal with the developing complexity and 
uncertainty confronted via present day electricity utilities whilst ensuring sustainable and 
dependable operations. 

 

II. LITERATURE REVIEW 

Grid Resilience and Vulnerabilities 

Grid resilience is described because the ability of the energy system to assume, face up to, and get 
over large-scale disturbances, along with high-effect, low-frequency (HILP) occasions. Studies 
have identified that conventional strength grids are more and more at risk of weather-prompted 
activities like hurricanes, wildfires, and intense temperatures. These vulnerabilities are exacerbated 
via growing older infrastructure and rising energy needs. The need to build grid resilience has won 
interest because of the monetary and societal disruptions caused by outages, as highlighted in 
several studies 

 

Resilience Metrics and Definitions 

Various definitions of resilience were proposed, regularly aligning round topics of robustness, 
adaptability, and rapidity. The US Federal Energy Regulatory Commission (FERC) defines 
resilience because the potential to assume, absorb, adapt to, and unexpectedly recover from 
disruptions. The National Infrastructure Advisory Council (NIAC) has further identified four 
attributes of resilient systems: robustness, resourcefulness, rapidity, and adaptability【four】. 
However, there's no standardized definition, which offers challenges for constant evaluation and 
evaluation of resilience strategies. 

Risk-Based Decision Making (RBDM) 

Risk-based totally choice-making tactics cognizance on balancing the costs and benefits of 
resilience-improving measures. This approach allows utilities to prioritize investments and 
operational modifications based totally at the chance and effect of ability threats. Research has 
proven that RBDM frameworks help application operators manage the uncertainty inherent in 
excessive weather activities and system vulnerabilities. 

BDM fashions normally depend on the following additives: 

 Risk Assessment: Evaluation of ability threats and vulnerabilities (e.G., hurricanes, 
wildfires, cyberattacks). 

 Cost-Benefit Analysis: Comparison of prices (e.G., grid-hardening) in opposition to 
blessings (e.G., reduced outage instances, improved reliability). 

 Optimization Models: Mathematical models that recommend finest funding or 
operational techniques for resilience. 
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Infrastructural Resilience Strategies 

Studies have shown that infrastructural resilience is key to enhancing the grid’s potential to resist 
and get over disruptions. Grid hardening strategies, inclusive of undergrounding energy lines, 
reinforcing transmission towers, and upgrading substations, had been broadly studied as preventive 
measures. However, these answers come at a vast price, requiring risk-primarily based decision-
making to discover most excellent techniques that maximize resilience in keeping with dollar 
spent. 

Other strategies consist of: 

 Grid Modernization: Incorporating distributed electricity sources (DERs), including sun 
and wind, to improve device flexibility. 

 Redundancy: Enhancing grid reliability through the addition of backup generators, 
redundant transmission paths, and microgrids. 

 Automation and Smart Technologies: Deployment of smart sensors and real-time 
monitoring systems to enhance situational consciousness and allow speedy response all 
through emergencies. 

 

Adaptive Operations and Recovery 

Real-time operations are critical throughout extreme occasions. Corrective measures together with 
adaptive power dispatch, call for reaction, and cargo shedding are not unusual strategies to 
maintain grid stability beneath unfavourable situations. Additionally, smart grids are ready with 
automation technology that allow short reconfiguration of power float, improving recovery after 
an outage. Research on community reconfiguration has shown that well timed recovery is one of 
the maximum essential components of resilience. 

 

Asset Management and Resilience Integration 

A growing frame of studies integrates resilience with asset control. Modern asset management 
practices prioritize the substitute and upgrade of ageing infrastructure primarily based on threat 
assessments and lifecycle concerns. Asset records management frameworks offer utilities with the 
equipment to link real-time operational records with strategic resilience planning. Studies have 
proven that combining chance control with physical asset management increases general system 
reliability and sustainability. 

 

Value of Lost Load (VoLL) 

An critical economic concept used to justify investments in grid resilience is the Value of Lost 
Load (VoLL). VoLL quantifies the economic price of power outages in terms of misplaced 
productivity, enterprise interruption, and societal influences. Several studies have emphasised that 
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integrating VoLL into chance-primarily based choice frameworks allows utilities make informed 
decisions on the trade-offs between resilience investments and operational chance. 

 

Figure 2: Risk-Based Decision Making for Enhancing Grid Resilience 

III. METHODOLOGY: 

System Performance and Resilience Metrics 

The look at addresses the dependencies among infrastructure systems, treating the electrical 
electricity grid and other interconnected infrastructure systems (e.G., gasoline, oil networks) 
as complex socio-technical structures. Each machine is modeled as a network with supply 
nodes (in which services are generated), transmission nodes (wherein offerings are 
transported), and demand nodes (wherein services are introduced). 

 

Key Performance Metric: 

The overall performance of every infrastructure gadget is represented through the percentage 
of fulfilled service call for beneath a disaster situation. The machine performance for 
infrastructure  𝑘∈𝐾 ok∈K in catastrophe scenario  𝜔 ω is given through: 
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P ok,ω = ∑ n∈N okayd  d okn  

∑ n∈N okayd  d k,ωn   

Where  

𝑁𝑘𝑑N kd  represents call for nodes inside the infrastructure gadget, 𝑑𝑘,𝜔𝑛d ok,ω  is the provided 
demand of node 𝑛n below state of affairs 𝜔ω, and 𝑑𝑘d okn  is the desired call for. 

 

Resilience Metric: 

The resilience of the integrated machine is defined as the weighted sum of demand success ratios 
across more than one infrastructure structures:𝑅𝐸𝜔=∑𝑘∈𝐾𝛼𝑘𝑃𝑘,𝜔𝑃𝑘baseRE ω = okay∈K 

∑ α okay  P okbase P k,ω   

Where  

𝑃𝑘baseP k  is the baseline performance of the infrastructure earlier than the disaster, and 𝛼𝑘α ok  
is a weighting coefficient representing the relative importance of every system. 

 

Problem Description and Setting 

The study makes a speciality of hurricanes as the number one disaster type affecting overhead 
transmission lines within the electric power gadget. The trouble includes developing pre-disaster 
protection techniques to mitigate hurricane-triggered damage to transmission strains and make 
sure minimal overall performance degradation throughout the included infrastructure system. 
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Figure 3: Steps for developing pre-catastrophe protection techniques. 

 

Pre-disaster Protection Challenges: 

 Uncertainty: The course and depth of hurricanes are unpredictable, introducing 
uncertainty in disaster situations (i.E., which transmission traces can be broken). 

 Budget Constraints: Protection strategies should be implemented within a limited 
finances, requiring selective hardening of transmission traces or deployment of dispensed 
technology (DG) gadgets. 

 

 

Stepwise Methodology for Developing Protection Strategies: 
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Step A: Parameter Collection and Scenario Generation 

 Deterministic Parameters: Data is accrued on community flow parameters, component 
locations, protection budgets, unit prices of protection measures, and typhoon intensity. 

 Uncertainty Modeling: Transmission line failure possibilities are modeled primarily 
based on ability storm paths. Scenario era algorithms are used to derive a limited set of 
consultant catastrophe eventualities for computational tractability. 

 

Step B: Stochastic Risk-Neutral Protection Strategy 

A stochastic model is proposed for chance-neutral safety planning, addressing decisions in each 
pre-catastrophe (first stage) and submit-catastrophe (2d level) phases. The model ambitions to 
maximize the expected fee of resilience (EVR) of the incorporated gadget by strategically 
hardening transmission traces and setting DG devices. 

 

Step C: Risk Management and Downside Risk Modeling 

A threat management version is developed the use of the drawback chance metric to reduce the 
probability of severe poor consequences in precise disaster eventualities. This multi-goal 
framework balances maximizing EVR with minimizing drawback hazard. The ε-constraint 
approach is applied to convert the multi-goal trouble right into a single-goal problem for different 
values of 𝜖ϵ, main to more than one solutions alongside a Pareto frontier. 

 

Step D: Optimization and Sensitivity Analysis 

The Progressive Hedging Algorithm (PHA) is implemented to clear up both the danger-impartial 
and risk control models, generating ideal pre-disaster protection techniques. A parameter 
sensitivity evaluation is performed to understand the results of price range versions on the 
resilience effects and to refine the safety strategies primarily based on financial constraints. 

 

Protection Measures 

 Transmission Line Hardening: Reinforcing overhead transmission strains to withstand 
storm harm. 

 
 Distributed Generation (DG) Deployment: Installing localized power era gadgets to 

lessen dependency on the inclined transmission community 

Evaluation of Protection Strategies 
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 Expected Value of Resilience (EVR): Measures the common performance of the 
incorporated device across all catastrophe eventualities. 

 Downside Risk: Quantifies the risk of experiencing substantially decrease-than-predicted 
gadget resilience in worst-case disaster eventualities. 

This methodological framework lets in for information-pushed decision-making below 
uncertainty, optimizing the resilience of the electric power grid and associated infrastructure 
systems in the face of disaster occasions like hurricanes. 

 

IV. DATA ANALYSIS AND RESULTS 

Cluster Formation and Size Distribution 

The analysis of outages within the North American Bulk Power System (BPS) revealed giant 
insights into how computerized outages form clusters and their capability affects on device 
resilience. Between 2013 and 2019, clusters had been fashioned through computerized outages 
across more than one transmission elements. highlights the clustering of these outages by using 
element kind and voltage class, with 21.6% of all automated outages taking place inside clusters. 
The evaluation observed that the majority of clusters include just  outages (76%), with the average 
cluster size being 2.4. However, outliers in cluster size ranged as much as 18 outages, which are 
giant activities in terms of grid resilience. 

 

Figure 4: TADS computerized outages in clusters by using detail type and voltage elegance. 

The empirical distribution of cluster size is proven , indicating a skewed distribution with a small 
number of huge clusters. Despite the outliers, the consistency of clustering throughout most years 
suggests that certain resilience dangers are inherent and recurrent inside the BPS. 

2 3 4 5 6 7 8 9 11 12 14 16 18 All sizes
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Initiating Causes of Outages in Clusters 

The analysis of the 6942 outages divided them into non permanent (2007) and sustained (4945) 
activities. Sustained outages made up 71% of outages in clusters, appreciably better than the fifty 
eight% located in the overall populace of automated outages. This finding highlights the extra 
endurance of clusters inside the system, which poses extra dangers for resilience because of their 
longer-lasting impacts. 

 

Cluster Duration and Impact on Resilience 

The period of clusters affords another important degree of resilience danger. The average cluster 
length became sixty one.4 hours, but there has been no direct correlation between cluster length 
and period (Figure four). Instead, precise causes together with environmental activities and gadget 
failure had been found to be more determinant of duration. The longest-lasting outages were 
initiated through failed AC/DC terminal system and power device conditions. 

 

Figure 5: Average cluster period by using cluster length (2013–2019). 

Further evaluation discovered that sustained outages in clusters had longer periods than the 
common sustained outage, similarly emphasizing the extended risk these activities pose to device 
healing and resilience. 
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Largest Clusters and Their Impact 

The largest clusters (sizes nine and above) were examined in greater detail, and Table 3 
summarizes the findings. Most of those clusters involved a couple of AC circuit outages, with 
some triggered through human errors or lightning. The initiation of additional outages inside a 
cluster became frequently as a result of electricity machine situations inclusive of overloads or 
voltage problems, confirming the vulnerability of interconnected device elements to cascading 
disasters. This clustering effect amplifies the resilience risks posed by means of man or woman 
outages. 

Power gadget situations initiated outages in six of the biggest 10 clusters, even as weather-
associated reasons contributed to 6 others. Interestingly, the biggest clusters often had 
simultaneous outages, contributing to the quick duration of these massive activities, which 
contrasts with the longer common period of smaller clusters. 

 

Transmission Owner (TO) Risk Assessment 

The distribution of clusters via transmission owners (TOs) showed variability primarily based on 
the size and stock of the businesses. Figure five highlights that while 22% of TOs did not enjoy a 
cluster for the duration of the study period, some outliers had greater than three hundred clusters. 
This variability underscores the differing ranges of resilience risk across corporations, depending 
on the dimensions of their systems. 

The organisation hazard related to clusters was quantified the usage of a easy formulation primarily 
based at the quantity and length of clusters. This danger metric allowed an evaluation of cluster 
risks over the years, with larger corporations dealing with proportionately better dangers because 
of their large inventories of transmission elements. 

 

Comparative Risk Assessment for Companies 

Using the cluster size and frequency information, threat estimates had been calculated for 
transmission companies, thinking about both historical records and theoretical threat models. in 
comparison the expected cluster hazard with the actual effect of clusters for diverse corporations. 
While the two distributions had been close, tremendous outliers within the real statistics have been 
because of occasions like wildfires and hurricanes that created multiple, large clusters. This 
highlights that whilst risk fashions can offer baseline estimates, real-international activities, 
particularly excessive weather, can introduce extra resilience dangers which can be harder to 
predict. 
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Conclusion: Enhancing Grid Resilience 

This analysis of automated outages and clustering events inside the North American BPS 
highlights several key findings for risk-based decision-making strategies aimed toward enhancing 
grid resilience: 

Clusters of outages, though typically small, may have sizable influences because of their sustained 
length and the interconnected nature of grid factors. 

Environmental factors and equipment failure are primary initiators of outages, suggesting that 
safety measures in opposition to those dangers are crucial for improving resilience. 

Large, simultaneous outages pose precise demanding situations and constitute massive chance to 
transmission operators, specially in excessive climate situations. 

Risk assessments ought to do not forget each the likelihood of clusters and their capacity affects, 
and that they should be adjusted for business enterprise length and particular infrastructure 
vulnerabilities. 

By that specialize in each preventive and recuperation techniques, transmission machine operators 
can reduce the chance posed via clusters of outages and enhance average device resilience. These 
techniques include advanced forecasting, protecting infrastructure upgrades, and extra sturdy 
reaction plans for excessive-effect activities. 

 

V. FINDING AND DISCUSSION 

Cluster Analysis and Outage Characteristics 

The analysis of time-clustered outages exhibits vast styles in grid resilience and stability. Outages 
are grouped into clusters, with the statistics displaying that clusters of size two are most common, 
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and larger clusters, while less common, can substantially impact grid resilience. The common size 
of clusters is two.Four outages, with most clusters together with  outages. Notably, the average 
cluster duration is 61.4 hours, and there's no clear correlation between cluster length and length, 
suggesting that the period is greater dependent on the reasons of outages as opposed to cluster size. 

 

Initiating Causes and Cluster Risk 

The starting up reasons of outages in clusters predominantly consist of lightning and failed AC 
substation equipment. Lightning is a main purpose of temporary outages, even as failed AC 
substation gadget is a primary cause of sustained outages. In huge clusters, power gadget 
conditions are a common reason, indicating that device instability or overloads often cause great 
outages. This highlights the importance of knowledge the nature of initiating causes to broaden 
centered safety strategies. 

 

Electrical Proximity and Grid Resilience 

Future paintings ought to consciousness on figuring out electrically close outages within time-
clustered events. This entails mapping TADS information to Generation Shift Distribution Factor 
(Gen DFAX) tables to analyze how outages are electrically connected. Electrically close outages 
pose a better danger to grid resilience because they challenge the potential of transmission 
operators to manipulate and mitigate influences effectively. Evaluating those outages the usage of 
Gen DFAX era can help in assessing the proper impact on grid balance and resilience. 

Risk Assessment and Future Work 

The evaluation demonstrates the relevance of integrating asset management with resilience 
techniques. The PRISME simulator and monetized hazard model, together with the enhanced 
Value of Lost Load (VoLL) approach, are essential tools for information the economic 
implications of outages and supporting danger-knowledgeable decision-making. Future paintings 
have to cognizance on applying these methodologies in actual-world scenarios, refining the choice-
making framework, and investigating the relationship among resilience and asset management 
strategies. This consists of further studies and improvement to deal with uncertainties and beautify 
operational and enterprise selection-making in complex environments. 

These findings underline the need for a complete approach to grid resilience that incorporates each 
historic outage facts and advanced simulation tools to increase powerful threat-based totally 
protection techniques. 

 

VI. CONCLUSION 

This study gives a complete framework for reinforcing grid resilience thru risk-based totally 
decision-making techniques, focusing on pre-disaster protection, historic outage analysis, and 
integrated asset management. The findings and methodologies advanced intention to optimize 
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grid resilience via addressing the effect of outages, leveraging stochastic programming 
fashions, and making use of advanced simulation equipment. 

 

Key Conclusions: 

Pre-Disaster Protection Strategies: 

 Risk-Neutral and Risk Management Models: The take a look at proposes a risk-
neutral model to maximise the Expected Value of Resilience (EVR) and a hazard 
control version to cope with disadvantage hazard. These models make use of a two-
degree stochastic programming technique to develop effective safety techniques. 

 Budget Impact: Increasing the finances improves the EVR of integrated systems, 
although advantages lessen at better price range tiers. Optimal hardening strategies vary 
with finances length, and distinct techniques for the transmission system versus the 
included machine yield extraordinary resilience upgrades. 

 Balancing Objectives: Risk control techniques frequently contain a trade-off among 
lowering drawback hazard and growing EVR. Effective selection-making calls for 
balancing those goals. 

 

Historical Outage Analysis: 

 Cluster Characteristics: Clusters of outages display that smaller clusters are greater 
not unusual, and larger clusters considerably effect grid resilience. The duration of 
clusters is influenced greater through the cause of outages than by using cluster length. 

 Electrical Proximity: Identifying electrically close outages is critical for reinforcing 
resilience. Future research must consciousness on mapping outages to Generation Shift 
Distribution Factor (Gen DFAX) tables to assess electric proximity and dangers. 

 

Integrated Asset Management: 

 Framework for Resilience: An included framework combining asset control and grid 
resilience is essential. The examine demonstrates the usage of the PRISME simulator 
and superior Value of Lost Load (VoLL) to help risk-informed choice-making. 

 Case Study: The methodology become proven through a case examine with Hydro-
Québec TransÉnergie, showing its ability for strategic selection-making in asset 
control. This method may be tailored through other utilities based on their unique 
contexts. 

Future Research Directions: 
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 Predictive Analysis: Future studies must discover gadget mastering algorithms for 
predicting outages and figuring out electrically near outages greater efficiently. 

 Parameter Sensitivity: The study's assumptions, consisting of hurricane paths and 
chances, highlight the want for strong optimization models to cope with uncertainties. 

Aspect Findings Recommendations 

Pre-Disaster 
Protection 

 Risk-neutral and risk management 
models improve resilience. 

Balance EVR and downside risk; 
adjust protection strategies based on 
budget. 

Budget Impact  Higher budget increases EVR but 
benefits diminish at higher levels. 

Optimize budget allocation to 
maximize resilience benefits. 

Historical 
Outages 

Clusters vary in size and duration; 
influenced by outage causes. 

Analyze outage clusters and 
electrical proximity for better 
resilience. 

Electrical 
Proximity 

Electrically close outages pose 
higher risks to grid stability. 

Utilize Gen DFAX technology to 
assess electrical proximity. 

Integrated Asset 
Management 

Effective asset management 
enhances grid resilience; validated 
by Hydro-Québec case study. 

Apply PRISME simulator and VoLL 
for risk-informed decisions. 

Future Research Need for advanced predictive 
methods and robust optimization 
models. 

Explore machine learning and robust 
optimization for better resilience 
planning. 

 

This complete framework and the findings provided on this look at provide precious insights for 
enhancing the resilience of clever power systems through powerful risk-based decision-making 
techniques. 
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