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Abstract

Treads of today research uncertainty environment and natural situation if focussed in Mobile Ad
hoc Networks, a big challenge to develop routing protocol that can meet different application
needs and optimize routing paths according to the topology change in mobile ad hoc networks
[1], [2]- The continuous transmission of small packet is called beacon packet, that advertises the
presence of a base station and the mobile units sense the beacons and attempt to establish a
wireless connection [3]. This research aims to propose CH-RNSR with hybrid cryptography
(ECC) using RNSR algorithm. The main aim of the proposed research CH-RNSR with ECC
algorithm is to increase the remaining energy with the number of malicious nodes detected during
the communication via acknowledgement base than RNSR with help of one of leading simulation
model called Network Simulator 2.34 work with different set of nodes, malicious nodes in same
topology size using various parameters such as packet delivery ratio, throughput, routing
overhead, packet loss, delay and remaining energy via Network Simulator 2 (NS2).

Keywords: MANET, attack, Energy Models, cryptography, NS2.

L INTRODUCTION

In MANET each node act as both host and route in autonomous behavior, any time a node can
join or leave from the network due to making the network topology dynamic in nature [4], [5].
All nodes have identical (same) features with similar responsibility and capabilities and hence it
forms a completely symmetric environment due to mobile nodes are characterized with less
memory, power and light weight features. In this manuscript performance comparison between
RNSR, CH-RNSR and CHRNSR-ECC algorithms with various types of scenarios, multipath
importance techniques using alternative multiple paths in network which can elide provide such
as tolerance increase bandwidth and improving security, communication based on some criteria
like minimum cost, minimum weight, maximum forwarding capability, maximum receiving
capability, minimum link breakage path etc [6], [7] [8].

201

Decision Making: Applications in Management and Engineering Volume 8, Issue 1 (2025)



II. PROBLEM IDENTIFICATION

The dynamic nature of MANET requires the routing protocol to refresh the routing tables
frequently and suffers from transmission time delay and congestion. The CH-RNSR improves
the network performance in the presence of consecutive collaborative misbehaving nodes in a
route of active and passive path for both low speed and high-speed networks, even though in CH-
RNSR the network security is more robust, the utilized energy and network routing overhead
increase [9], [10], [11], [12]. To overcome this, CH-RNSR along with elliptical cryptography is
proposed to increase the remaining energy, throughput and reduce memory allocation, time taken
and overhead of the routing network. IT should be noted that in ECC, reduced energy utilization
time the period of key exchange.

Algorithm:
Encryption Process (Suppose X sends a message M to Y)
» Look up B’s Public Key: Q.
» Represent the transmitting message ‘M’ as pair of the field elements (M1, M2), M1 GF, M»
Zy-1.
Select a random integer, such that Z-1
Compute the point (A1, Bi) =P
Compute the point (A2, B2) = Q.
Combine both the field elements M1, M with A2, and Bz with an algorithm to give two field
elements C; and Co.
» Transmit the data M = (A1, B1, Ci, C2) to Bob.
Decryption Process (B gets the text M = (A1, B1, C1, C2) from A)

» Compute the point (A2, B2) =k (A1, B1), using its private key k.

» Decrypt M1 and M; from M. The prime p used in the ECC hybrid system is smaller than the
numbers required in all the other types of cryptograms. So another advantage of the ECC is
that the modified calculations required are carried out over a smaller modified operation.
This leads to a significant improvement in efficiency in the operation of the ECC over both
integral factorization and discrete algorithm cryptograms [13].

YV V V

1. SIMULATION PARAMETER
Part of this work in this section, we simulate using proposed protocol with below mentioned
parameter values an open environment is evaluated, the simulations are carried out using network
simulator (NS 2.34). Initially nodes are placed at certain specific locations, the simulation
parameters are specified below.

Table 1 Simulation parameters

Parameter Values
Simulation area 1000m*1000m,
Number of nodes 100, 200
Protocols CHRNSR-ECC
Constant bit rate 4 (packets/second)
Packet size 512 bytes

Initial energy/node 100 joules
Simulation time 500 sec

Malicious node 10, 20

202

Decision Making: Applications in Management and Engineering Volume 8, Issue 1 (2025)



IV.  RESULT AND DISCUSSION
In this section we discussed results and discussion of existing and proposed methods with four
different parameters via NS2.
Table 2 Results of Parameter Values (SA=1000m, NN=100 & MN=10) (Source: from Ref.
[9 &10])

Packet Delivery Ratio

Protocol / Number of Nodes 20 40 60 80 100
DSR (K.Thamizhmaran, 2022 [9]) 0.24 0.29 0.34 0.39 0.44
RNSR (K.Thamizhmaran, 2022 [9]) 0.51 0.55 0.59 0.63 0.68
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.56 0.60 0.64 0.68 0.73
CHRNSR-ECC 0.61 0.65 0.69 0.73 0.78
Throughput

Protocol / Number of Nodes 20 40 60 80 100
DSR (K.Thamizhmaran, 2022 [9]) 210 260 310 360 410
RNSR (K.Thamizhmaran, 2022 [9]) 280 330 380 430 480
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 320 370 420 470 520
CHRNSR-ECC 340 390 440 490 540
Packet Loss

Protocol / Number of Nodes 20 40 60 80 100
DSR (K.Thamizhmaran, 2022 [9]) 0.53 0.49 0.44 0.40 0.35
RNSR (K.Thamizhmaran, 2022 [9]) 0.43 0.39 0.34 0.30 0.25
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.36 0.32 0.27 0.23 0.18
CHRNSR-ECC 0.32 0.28 0.23 0.19 0.14
Remaining Energy

Protocol / Number of Nodes 20 40 60 80 100
DSR (K.Thamizhmaran, 2022 [9]) 820 740 690 650 610
RNSR (K.Thamizhmaran, 2022 [9]) 840 760 710 670 630
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 810 710 660 620 580
CHRNSR-ECC 920 840 790 750 710
Routing Overhead

Protocol / Number of Nodes 20 40 60 80 100
DSR (K.Thamizhmaran, 2022 [9]) 0.10 0.16 0.20 0.28 0.36
RNSR (K.Thamizhmaran, 2022 [9]) 0.12 0.18 0.22 0.30 0.38
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.10 0.13 0.16 0.24 0.32
CHRNSR-ECC 0.06 0.10 0.12 0.20 0.28

PDR=Packet Delivery ratio, PL=Packet Loss, RE=Remaining Energy, RO=Routing
Overhead

Simulation results are obtained by varying the number of nodes from 10 to 100. The
performances of the proposed CHRNSR-ECC and the existing CH-RNSR, RNSR & DSR
compared. Fig. 1(a) and Table 2 show the proposed model with improved packet delivery ratio
in number of malicious nodes is varied from 1 to10 when compared to the existing method. It is
clear that proposed scheme surpasses 35.17% than DSR, 10% than RNSR and 5% than CH-
RNSR, is able to detect malicious in the presence of receiver collision, false misbehaviour report
and collusion attacks. Fig. 1(b) and Table 2 compare the throughput performance usin% 6%'0
algorithms. Result of Fig. 1(b) shows that CHRNSR-ECC has increase average throughput by
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2% than CH-RNSR, 6% than RNSR and 13% then DSR method. Proposed algorithm to increases
number of active nodes and to identify avoid malicious nodes, it is capable of finding the
minimum link failed unbreakable short route between the source to destination and also increase
number of successfully deliver packets without malicious node than existing method. Calculate
packet loss with varying number of malicious nodes using ECC algorithm, performance
comparison of the proposed and the existing methods is shown in Fig. 1(c) and Table 2. It is
observed from Fig. 1(c), the proposed model decreases the average packet loss by 4% than CH-
RNSR, 11% than RNSR and 21% than DSR protocol with the increase in the number of malicious
nodes from 1 to 10 out of 100 nodes. If the malicious node is detected, the RNSR algorithm finds
alternate shortest route between the sender and receiver, because of RNSR algorithm to allow
strongest node transmit without traffic route in the network. The impact of packet loss on reaming
energy is analysed using the four algorithms and the simulation results are shown in Fig. 1(d)
and Table 2. From the simulation results it is understood that the proposed algorithm reduced
average utilization energy by 12.67% than CH-RNSR, 8% than RNSR and 10% than DSR design.
The proposed algorithm is capable of finding unbreakable shortest path to reduce data loss while
transmitting and receiving packets. Fig. 1(e) shows that suggested system reduces routing traftic
when the number of malicious nodes varied and compared to the existing system. It is clear that
the proposed design reduced the average overhead by 3.84% than CH-RNSR, 9% than RNSR
and 7.34% than DSR with the increasing nodes 10 to 100, due to increases duration of time period
of acknowledgments than other acknowledgments it is possible to increases remaining energy
and reduced traffic, although CHRNSR-ECC requires public and private key at all
acknowledgement process with number of malicious nodes 10 out of 100 using 1000m*1000m
topology size.

Table 3 Results of Parameter Values (SA=1000m, NN=100 & MN=20) (Source: from Ref.
[9 &10])

Packet Delivery Ratio

Protocol / Number of Nodes 20 40 60 80 100
DSR (K.Thamizhmaran, 2022 [9]) 0.25 0.30 0.35 0.40 0.45
RNSR (K.Thamizhmaran, 2022 [9]) 0.52 0.56 0.60 0.64 0.69
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.57 0.61 0.65 0.69 0.74
CHRNSR-ECC 0.62 0.66 0.70 0.74 0.79
Throughput

Protocol / Number of Nodes 20 40 60 80 100
DSR (K.Thamizhmaran, 2022 [9]) 230 280 330 380 430
RNSR (K.Thamizhmaran, 2022 [9]) 300 350 400 450 500
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 340 390 440 490 540
CHRNSR-ECC 360 410 460 510 560
Packet Loss

Protocol / Number of Nodes 20 40 60 80 100
DSR (K.Thamizhmaran, 2022 [9]) 0.52 0.48 0.43 0.39 0.34
RNSR (K.Thamizhmaran, 2022 [9]) 0.42 0.38 0.33 0.29 0.24
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.35 0.31 0.26 0.22 0.17
CHRNSR-ECC 0.31 0.27 0.22 0.18 0.13
Remaining Energy

Protocol / Number of Nodes 20 40 60 80 100
DSR (K.Thamizhmaran, 2022 [9]) 800 720 670 630 59004
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RNSR (K.Thamizhmaran, 2022 [9]) 820 740 690 650 610
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 790 690 640 600 560
CHRNSR-ECC 900 820 770 730 690
Routing Overhead

Protocol / Number of Nodes 20 40 60 80 100
DSR (K.Thamizhmaran, 2022 [9]) 0.08 0.14 0.18 0.26 0.38
RNSR (K.Thamizhmaran, 2022 [9]) 0.10 0.16 0.20 0.28 0.36
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.08 0.11 0.14 0.22 0.30
CHRNSR-ECC 0.04 0.08 0.10 0.18 0.26

The result obtained is given in Table 3 and Fig. 2(a), Fig. 2(b), 2(c), 2(d), 2(e) and 2(f) the
malicious node is varied from 1 to 20 out of 100 and simulation is carried out to calculate the
packet delivery ratio using all the three methods. It is clear from the simulation results of Fig.
2(a) that the CHRNSR-ECC has the maximized average packet delivery ratio 5% than CH-
RNSR, 10% than RNSR and 35.17% than DSR with topology size 1000m*1000m. Result of Fig.
2(b) shows that CHRNSR-ECC has increase average throughput by 2% than CH-RNSR, 6% than
RNSR and 13% than DSR. Proposed algorithm to increases number of active nodes and to
identify avoid malicious nodes, it is capable of finding the minimum link failed unbreakable short
route between the sources to destination. It is observed from Fig. 2(c), the proposed model
decreases the average packet loss by 4% than CH-RNSR, 11% than RNSR and 21% than DSR
protocol with the increase in the number of malicious nodes from 1 to 20 out of 100 nodes.
Simulation results are shown in Fig. 2(d) and Table 3. From the simulation results it is understood
that the proposed algorithm reduced average energy utilization 12.67% than CH-RNSR, by 8%
than RNSR and 10% than DSR design. Fig. 2(e) it is clear that the proposed design decreases the
overhead by 3.84% than CH-RNSR, 9% than RNSR and 8.34% than DSR with the increasing
nodes with number of malicious nodes 20 out of 1000 using 1000m*1000m.

Table 4 Results of Parameter Values (SA=1000m, NN=200 & MN=10) (Source: from Ref.

[9 & 10])

Packet Delivery Ratio

Protocol / Number of Nodes 40 80 120 160 200
DSR (K.Thamizhmaran, 2022 [9]) 0.22 0.27 0.32 0.37 0.42
RNSR (K.Thamizhmaran, 2022 [9]) 0.47 0.51 0.54 0.59 0.64
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.53 0.57 0.61 0.65 0.70
CHRNSR-ECC 0.58 0.62 0.66 0.70 0.75
Throughput

Protocol / Number of Nodes 40 80 120 160 200
DSR (K.Thamizhmaran, 2022 [9]) 180 230 280 330 380
RNSR (K.Thamizhmaran, 2022 [9]) 250 300 350 400 450
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 290 340 390 440 490
CHRNSR-ECC 310 360 410 460 510
Packet loss

Protocol / Number of Nodes 40 80 120 160 200
DSR (K.Thamizhmaran, 2022 [9]) 0.56 0.52 0.47 0.43 0.38
RNSR (K.Thamizhmaran, 2022 [9]) 0.46 0.42 0.37 0.33 0.28
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.39 0.35 0.30 0.26 0.21
CHRNSR-ECC 0.35 0.31 0.26 0.22 0.29>5
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Remaining Energy

Protocol / Number of Nodes RE/NN 40 80 120 160 200
DSR (K.Thamizhmaran, 2022 [9]) 750 670 620 580 540
RNSR (K.Thamizhmaran, 2022 [9]) 770 690 650 600 560
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 740 650 600 550 510
CHRNSR-ECC 850 770 720 680 640
Routing Overhead

Protocol / Number of Nodes 40 80 120 160 200
DSR (K.Thamizhmaran, 2022 [9]) 0.14 0.20 0.24 0.32 0.40
RNSR (K.Thamizhmaran, 2022 [9]) 0.16 0.22 0.26 0.34 0.42
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.10 0.13 0.16 0.24 0.32
CHRNSR-ECC 0.06 0.10 0.12 0.20 0.28

Above simulation outcomes performances of the proposed CHRNSR-ECC and the existing CH-
RNSR and RNSR compared with 1000m*1000m using 10 malicious nodes out of 200 nodes,
Fig. 3(a) and Table 3 it is clear that proposed scheme surpasses CHRNSR-ECC has the
maximized average packet delivery ratio 5% than CH-RNSR, 11.17 than RNSR and 34.16% than
DSR, Result of Fig. 3(b) shows that CHRNSR-ECC has increase average throughput by 2% than
CH-RNSR, 6% than RNSR and 13% than DSR. Proposed algorithm to increases number of active
nodes and to identify avoid malicious nodes, it is observed from Fig. 3(c) proposed model
decreases the average packet drop by 4% than CH-RNSR, 11% than RNSR and 21% than DSR
with the increase in the number of malicious nodes from 1 to 12 out of 60 nodes. Fig. 3(d) and
Table 4 from the simulation results it is understood that the proposed algorithm reduced average
utilization energy by 12.34% than CH-RNSR, 7.88% than RNSR and 10% than DSR design. The
proposed algorithm is capable of finding unbreakable shortest path to reduce data loss while
transmitting and receiving packets. Fig. 3(e) shows that suggested system reduces traffic rate
when the number of malicious nodes varied compared to the existing system. It is clear that the
proposed design reduced traffic rate 3.84% than CH-RNSR, 13% than RNSR and 11% than DSR
with the increasing nodes 40 to 200, due to minimize duration of time period of acknowledgments
than other acknowledgments it is possible to increases remaining energ.

Table 5 Results of Parameter Values (SA=1000m, NN=200 & MN=20) (Source: from Ref.
[9 &10))

Packet Delivery Ratio

Protocol / Number of Nodes 40 80 120 160 200
DSR (K.Thamizhmaran, 2022 [9]) 0.22 0.27 0.32 0.37 0.42
RNSR (K.Thamizhmaran, 2022 [9]) 0.47 0.51 0.54 0.59 0.64
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.53 0.57 0.61 0.65 0.70
CHRNSR-ECC 0.58 0.62 0.66 0.70 0.75
Throughput

Protocol / Number of Nodes 40 80 120 160 200
DSR (K.Thamizhmaran, 2022 [9]) 180 230 280 330 380
RNSR (K.Thamizhmaran, 2022 [9]) 250 300 350 400 450
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 290 340 390 440 490
CHRNSR-ECC 310 360 410 460 510
Packet loss

Protocol / Number of Nodes | 40 80 120 | 160 | 20906
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DSR (K.Thamizhmaran, 2022 [9]) 0.56 0.52 0.47 0.43 0.38
RNSR (K.Thamizhmaran, 2022 [9]) 0.46 0.42 0.37 0.33 0.28
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.39 0.35 0.30 0.26 0.21
CHRNSR-ECC 0.35 0.31 0.26 0.22 0.17
Remaining Energy

Protocol / Number of Nodes 40 80 120 160 200
DSR (K.Thamizhmaran, 2022 [9]) 750 670 620 580 540
RNSR (K.Thamizhmaran, 2022 [9]) 770 690 650 600 560
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 740 650 600 550 510
CHRNSR-ECC 850 770 720 680 640
Routing Overhead

Protocol / Number of Nodes 40 80 120 160 200
DSR (K.Thamizhmaran, 2022 [9]) 0.14 0.20 0.24 0.32 0.40
RNSR (K.Thamizhmaran, 2022 [9]) 0.16 0.22 0.26 0.34 0.42
CH-RNSR (K.Thamizhmaran, 2022 [10]) | 0.10 0.13 0.16 0.24 0.32
CHRNSR-ECC 0.06 0.10 0.12 0.20 0.28

Table 5 and Fig. 4(a) packet delivery ratio, Fig. 4(b) throughput, Fig.4(c) packet loss, Fig. 4(d)
remaining energy, Fig. 4(e) routing overhead carried out the malicious node is varied from 1 to
20 out of 90 using topology area is 1000m*1000m and simulation is to calculate the all the
parameters using all the three modes. Fig. 4(a), 4(b) & 4 (c) shows that CHRNSR-ECC has the
maximized average packet delivery ratio by 16.78%, average throughput by 7% and average
remaining energy by 10.06% compared to the CH-RNSR, RNSR and DSR. Simulation results
are shown in Fig. 4(d) and Table 5. From the simulation results it is understood that the proposed
algorithm reduced an average packet loss by 12% than existing design. Fig. 4(e) it is clear that
the proposed design reduces the average routing overhead by 9.28% with the increasing nodes
40 to 200 than CH-RNSR, RNSR and DSR.

From all the above figures and tables, it is clear that the comparison of the proposed CHRNSR-
ECC with the conventional routing protocol and other existing acknowledgement-based IDS
schemes shows the packet delivery ratio, throughput and remaining energy increased, packet loss
and routing overhead decrease with the increase in the number of malicious nodes.

V. CONCLUSIONS

In this research, simulation result of all the proposed algorithms as compared with the existing
three algorithms with four different scenarios through the network simulation 2.34. This
developed model ability to detect misbehaviour nodes with improves average packet delivery
ratio for all the four scenarios with three different existing models by 16.89%, improved average
throughput by 7%, clearly shows propose system increased average remaining energy by 10.14%,
reduced average packet loss for all the four scenarios by 12% and reduce average routing
overhead by 8.09% than other methods with number of malicious node 10 & 20 out of 100 &
200 nodes using 1000m*1000m network topology, Fig 5 and Table 6 results of all parameters
with average values of all scenarios also solve weakness of existing method.

Table 6 Results of Parameter Average Values of All Scenarios
Scenarios | Parameters DSR RNSR | CH-RNSR 207

Decision Making: Applications in Management and Engineering Volume 8, Issue 1 (2025)




Packet Delivery Ratio | 35.08% | 10.59% | 5%
Average Throughput 13% 6% 2%
Value of | Packet Loss 21% 11% 4%
scenarios | Remaining Energy 10% 7.93% | 12.50%
1,2,3 &4 | Routing Overhead 9.42% | 11% 3.84%

parameters Vs Protocols
40.00% -
35.00% -
30.00% -

w 25.00% -

F

S 20.00% - m DSR

(=]

2 15.00% - M RNSR
10.00% - CH-RNSR
5.00% - .

0.00% -
PDR TH PL RE RO
parametrs

Fig 5 results of all parameters with average values of all scenarios

We plan to investigate the following issues in our future research. 1) The possibilities of adopting
the shortest path algorithm to eliminate the requirement of redistributed; can be examined. 2) The
performance of CHRNSR-ECC can be tested in real time network environment Instead of
software simulation.
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