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ABSTRACT 

Visual Cryptography is a technique that allows for encrypting information and protects the 
information from various attacks. Phishing is a wide range of attacks, an attempt made by an 
individual to steal a user's information for identity theft and economic benefit. Existing 
methods, such as URL and HTML features, are limited to detecting attached malware because 
they do not read and process subjects within the web page's external files, whether cross-
domain or not. To resolve these problems, website detection uses visual cryptography and 
OTP. The QR code is split into two shares using a visual cryptography secret-
sharing technique, which can be sent separately. When the two shares are merged, OTP is 
generated. Time Passwords (OTP) remain valid for one session and can mainly use to validate 
the User within a particular period. The proposed model generates the OTP using the 
Enhanced AES algorithm to provide a more secure QR code to prevent users from entering 
Phishing websites. AES gives more robust security and is highly resistant to attacks. 
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1.Introduction 
The QR code has become increasingly popular in recent years. First, computer parts like 
smartphones and checking guns easily recognize the QR code. Second, the QR code has a 
massive storage capacity, excellent resistance to damage, relatively inexpensive, and so on. 
Because of the benefits of the QR code, it is widely used. Resource packaging in the shopping 
centre now uses QR codes to distinguish between true and false. The QR code is now the most 
commonly utilized application. The most usual payment method is to complete Phonepay and 
Gpay by scanning the quick response codes. QR code logos are nearly all over our lives. With 
the widespread use of QR codes, there are severe security issues, such as information leaks and 
data corruption. The researchers are becoming more familiar with the QR code's coding 
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principles. The encoding requirements state that some attackers wrongfully forged the same 
code for the QR code pattern. For example, attackers can obtain the User's information from 
waste and then forge the same code pattern with the same encoding. It is no longer safe to use 
QR codes. As a result, the launch of novel technologies is critical to make QR  

code authentication more secure and reliable. The study of secure and trustworthy QR code 
authentication is a significant focus for many researchers. 

There are different techniques to detect phishing websites likewhitelisting, blacklisting, URL-
based, content-based, visual cryptography, and steganography. In the Blacklisting technique, the 
URLs of phished sites are stored in a database, so whenever a new URL is entered, it compares 
it to the web addresses in the database. Database, and if it matches, the browser prevents and 
stores it in the database for future use. This technique's limitation is that it cannot identify Zero-
hour phishing attacks. 

In the Whitelist technique, the valid URLs are saved in the database and used to validate 
new ones. When a new URL is entered into this process, the database is first checked for that 
URL; if no record of that URL is discovered, the entire information of that URL, including SSL 
certificates, domain names, age, and hyperlinks connected to the website, is checked and stored 
in the database. The disadvantage of the allow listing technique is that the websites enrolled to 
be trusted can either be genuinely genuine or present themselves as genuine. One downside of 
listing techniques is that they take up much space. 

In this paper, visual cryptography technique, Secret sharing divides a secret into several shares, 
each controlled by a different participant. The secret message can only be recovered by qualified 
participants working together; one participant knows nothing regarding the secret message. VCS 
is one method for secure image sharing. Visual cryptography Scheme is one of the new 
technology for secret sharing. It enhances the intimate sharing of images to restore the secret's 
complexity, depending on human visual decryption. It outperforms traditional cryptography in 
terms of hiding, confidentiality, and ease of total secrecy recovery. The visual cryptography 
method meets the users' high-security requirements and protects them from various security 
attacks. 

In Visual Cryptography, Share A image pixels in the fundamental matrix of the visual 
encryption are chosen at random. In contrast, Share B image pixels are chosen for the other 
basic matrix. These two fundamental matrices are a combination. They produce two grey 
images due to their encryption, which prevents the original image data from being visible 
through the two images. So, it is impossible to obtain the information contained in secret 
images. 
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According to Fig. 1, when they are added together, they result in a half
to a black square. 

If the source pixel is black: 

 Give pattern 1 to the first grayscale image for half the time and pattern 2 to the 
second. 

 For the other half of the span, give the first image pattern 2 and the second image 
pattern 1. 

If the source pixel is white: 

 Give pattern 1 to the first and second encrypted images fo

 Instead, use pattern 2 for the other half of the time.

In this paper, we proposed a hybrid advanced encryption mechanism to generate a visual qr code 
for preventing phishing attacks 
applied in various fields, including records management, healthcare security, banking, and 
pharmaceutical industries. 

2. Methodology 

AES Advanced Encrypted Standard is the most commonly used encryption algorithm. It 
provides a high level of security and is trusted for protecting sensitive information. AES has a 
well-defined and robust cryptography structure. It operates on fixed
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For the other half of the span, give the first image pattern 2 and the second image 

Give pattern 1 to the first and second encrypted images for half the time.

Instead, use pattern 2 for the other half of the time. 
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 and technology from preventing data theft. The plan can b
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employs symmetric key operations, including byte substitution, row shifting, column mixing 
and key expansion. The combination of these operations provides a high level of cryptographic 
strength and resists various attacks. 

Visual Cryptography allows a secret image to be divided into multiple shares, which can be 
distributed to multiple parties. The secret image can only be revealed when the shares are  

combined in a specific way, without the need for complex computation or encryption 
algorithms. Here is a high-level description of the Visual Cryptography algorithm. 

Start with a binary image (black and white only) representing the secret message to share. 
Divide the image into n shares, where n is the number of parties receiving a share. Each share 
will be a binary image with the same size as the original. For each pixel in the original image, 
choose one of the parties at random and assign the pixel value to that party's share. For 
example, if the pixel value is 0 (black), assign it to party A's share. Otherwise, assign it to party 
B's share. 

Divide the image into n shares, where n is the number of parties receiving a share. Each 
share will be a binary image the same size as the original. For each pixel in the original image, 
choose one of the parties at random and assign the pixel value to that party's share. For 
example, if the pixel value is 0 (black), assign it to party A's share. Otherwise, assign it to party 
B's share. 

Distribute the shares to the parties. To reconstruct the secret image, each party overlays their 
share with the other parties' shares, using a transparency or superposition technique. This 
reveals the original binary image in the overlapping areas, while the non-overlapping areas 
remain random  

noise. The original image can be obtained by digitizing the overlapping areas and discarding the 
non-overlapping areas. 

The critical advantage of Visual Cryptography is that it does not require any computation or 
knowledge of encryption algorithms, making it easy to implement and understand. It can also be 
used to share secrets among multiple parties without revealing the secret to any single party. 
However, it has some limitations, such as the need for many shares to preserve the quality of the 
secret image and the fact that the shares must be physically distributed to the parties. 
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2.1 QR Code Generation 
When the user login into the page. The User will enter the user id for OTP generation. The 
OTP is generated using aes algorithm

Algorithm: 

Input: text 

Output: Cipher text 

Begin 

 for k=0 to Darray. length 

  f =0 

  If Darray[i] <0 then

Begin 

Pos=-Darray[k]
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Fig. 2. Proposed Model 

When the user login into the page. The User will enter the user id for OTP generation. The 
OTP is generated using aes algorithm 

 

If Darray[i] <0 then 

Darray[k] 
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When the user login into the page. The User will enter the user id for OTP generation. The 
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f = 1 
   Else: 

pos = Darray[k] 

   array[k]= parray[pos] 

 If f =1 then 

   Cipher[k] = -cipher[k] 

  End If 

      End 

When the User is registered User, then OTP is generated, and it is converted into a QR code. 
This process is done in the backend. The QR code is generated by using default settings 
after OTP is entered. If non-ASCII objects are to be used, the data must be a Unicode 
object.If the programme is successful, it returns a value of 0 and stores the QR code in the 
temp folder. 

 
2.2 Shares Generation 

After QR code generation using visual cryptography, two shares are generated. One share 
is sent to the registered User's mail, and the other is sent to the database. After merging the 
two shares, only we can get the QR code. If the share is not correct at the time of merging, 
the QR code is not formed. 

2.3 QR code generation by merging the shares 
When the User uploads the share to the website, the uploaded share will be combined 

with the share in the database. If the uploaded image is correct, then the two shares are 
merged and produce the original QR code. Otherwise, it will not produce the QR code. So 
this is how the QR code is generated by merging the shares, and it will display on the 
webpage. By scanning the QR code, the OTP will be generated. 

3. Results 
After finishing the registration, the User's personal information will be used to create a 

unique ID, making it particular to each User. A token created particularly for that User. The User 
can log in to the login page using the unique id generated during registration. 
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Users must enter the unique id as shown in Fig.3 to log into the website. If the User is registered, 
it will generate an OTP and the OTP is converted into a QR code. By the Visual Cryptography 
technique, two shares are generated. From these two shares, one share to the User's mail id. If the 
User is not registered, it will redirect the User to the registration pa

     

   Fig. 4.  Share is sent to users mail id

 

  

Decision Making: Applications in Management and Engineering 

                  Fig. 3.  Login Page 

Users must enter the unique id as shown in Fig.3 to log into the website. If the User is registered, 
generate an OTP and the OTP is converted into a QR code. By the Visual Cryptography 

technique, two shares are generated. From these two shares, one share to the User's mail id. If the 
User is not registered, it will redirect the User to the registration page. 

  

Fig. 4.  Share is sent to users mail id 
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Users must enter the unique id as shown in Fig.3 to log into the website. If the User is registered, 
generate an OTP and the OTP is converted into a QR code. By the Visual Cryptography 

technique, two shares are generated. From these two shares, one share to the User's mail id. If the 
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  As shown in Fig 4, the User will get a Share via mail. After the share is received 
from the website, the User has to download the share and then upload share 1 on the upload 
page, as shown in Fig 5. If the uploaded image is not correct, it will not generate OTP. We have 
to upload the correct image to the upload page.

 

 

After uploading the image as shown in Fig 5, submit the image. If we upload the correct image, 
it will redirect to the Verification page, as shown in Fig 6. This page will regenerate the QR 
code by merging the share in the database and the share uploaded by the User.

 

 

 

 

 

 

 

 

Fig. 6.
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As shown in Fig 4, the User will get a Share via mail. After the share is received 
from the website, the User has to download the share and then upload share 1 on the upload 

Fig 5. If the uploaded image is not correct, it will not generate OTP. We have 
to upload the correct image to the upload page. 

 Fig. 5. Upload Page 

After uploading the image as shown in Fig 5, submit the image. If we upload the correct image, 
direct to the Verification page, as shown in Fig 6. This page will regenerate the QR 

code by merging the share in the database and the share uploaded by the User. 

Fig. 6. Verification Page 
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As shown in Fig 4, the User will get a Share via mail. After the share is received 
from the website, the User has to download the share and then upload share 1 on the upload 

Fig 5. If the uploaded image is not correct, it will not generate OTP. We have 

After uploading the image as shown in Fig 5, submit the image. If we upload the correct image, 
direct to the Verification page, as shown in Fig 6. This page will regenerate the QR 
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After merging two shares, a QR code image is formed and displayed on the verification page. By 
scanning the QR shown in Fig 6 using mobile, the User will get an OTP. The User has to enter 
the OTP on the verification page. If the OTP is correct, it will red
Otherwise, it will show that the OTP needs to be corrected.  

 

     

 

4. Conclusions 
In this paper, we use visual cryptography and run experiments to prove its potential. 
Experiments demonstrate the effectiveness of this paper. It also demonstrates that this scheme 
is a secure method for detecting hackers by combining visual cryptography. 
safety of QR codes. This paper's scheme can be applied to the commercial platform due to its 
adaptability. The image that was shared can be applied to a variety of products. The 
likelihood of data leakage is extremely low. When the two imag
procedure, the issuing authority maintains one of the shared images to restore the original QR 
code image. The images which are shared are meaningless images with a random distribution 
of white pixels and black pixels. Using mathema
attacker cannot determine whether a pixel is white or black. In the meantime, the plan 
ensured that the data on users of the issuing authority was stored securely. 
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